POCCUIMCKAS ®EJEPALIISI
UPKYTCKAS OBJIACTD
roeoJ YCTb-UWJINMCK

.
YIIPABJIEHUE OBPA3OBAHUA A AMUHUCTPALIUN
I'OPOJA YCTHh-UWJIMMCKA

IHPUKA3

or 19.11.2018r Ne 691

O pa3MenieHnn Ha OUITHATBHBIX CalTax
00pa30BaTeNIbHBIX YUPEKACHUI
nH(popmanuu o 6€301macCHOM MOBEICHUH U
UCTONIb30BaHuU ceTr «HTepHeT»

B cootBercTBHM ¢ ucbMoM MuHucTepcTBa oOpa3zoBanus U Hayku Poccuiickoit denepaumn ot
14.05.2018r. No 08-1184 «O wnHampaBieHuun uWHGOPMAIMKU» BMECT€ C METOJUYCCKUMH
PEKOMEHIAIMAMHU O Pa3MEUICHUH Ha WH(POPMAIMOHHBIX CTEHJAX, O(PHUIMAIBHBIX HHTEPHET-CAaUTax H
Apyrux  HMH(OPMAIMOHHBIX  pecypcax  o0meoO0pa3oBaTeNbHBIX  OpraHU3alMii M OpraHoB,
OCYIIECTBISIONINX YIpaBieHue B cdepe oOpasoBaHusi, nHPoOpMAMA O OE30MACHOM IOBEIECHUH U
ucnonb3oBanuu cetu «lHTepHEeT», pykoBoacTBysch llonoxenuem o0 VYmpaBiaeHun o0Opa3zoBaHUs
AnmuHucTpanuu ropoaa Y cre-MimmMcka, yrBepkIeHHbIM pemenueM I'opoackoit Jlymel ropoga ¥Ycrh-
Nnumcka ot 22.06.201 1. Ne28/180 (B penakumu ot 31.10.2013r. Ne61/420),-

ITPUKA3BIBAIO:

1. PykoBoauresnsiMm 00pa3oBaTeIbHBIX YUPEKICHUM:

1) co3nath Ha OQMUIHMATBHBIX calTax O00Pa30BATENBHBIX YYPEKICHUI CAMOCTOSTENBHBIA U
creuanu3upoBanHbIil paznen «MHpopmannonHas 0e30macHOCTH» M 00ECTIeUNTh €ro HAINOTHEHHE
uHpopManueil B COOTBETCTBUH C Mpuiioxkenuem Ne 1;

2) pasmectuth  paznen  «MHpopmanmoHHas ~0Ge30macHOCTH» HA  TJIABHOM  CTpaHUIE
o(unmansHOro caiita BHE paMoK pasena «CBezieHns: 00 00pa3oBaTebHON OpraHu3alumy;

3) YrBepauts:

MH(POPMALMOHHYIO NaMATKY /Ui oOy4aromuxcs (IIpunoxenue Ne 2);

namsTKy s poauteneii 06 nundopmanronHoi 6ezonacHoctu nereit (Ipunoxenne Ne 3).

2. KouTponp 3a HCIOJHEHMEM HACTOSIIETO MpHKa3a BO3I0XUTh Ha Edpemenko H.A.,
nupexktopa MKY «IPOy.

HavanbHUK YnpasieHus JI.A. IIponnna



COI''TACOBAHO: NCIIOJIHUTEJIb:

Hopwmpl, coneprkanme KOppynuuoreHHble Benymmit nH>xeHep-rporpaMMucT
(haKkTOpHI OTCYTCTBYIOT H.M. CHuryp
Benymuii 1opucKOHCYIBT « _» 2018r.
N.P. 3apumnosa
« _» 2018r.
O3HakomiieHa!
H.A. Eppemenxko
« » 2018 rox
Paccpuika:
1 - geno;

1 — Bce MoABEIOMCTBEHHBIE YUPEIKACHHUS
1 — Kagounwukosa T.H.



[Ipunoxxenne Ne 1 k npukasy
VYnpasnenus 06pazoBaHUs
AQMUHHMCTpaALUKU ropoaa
Yere-Unumcka

or «19» 11.2018r. Ne 691

Hanonuenue crnenuanusupoBaHHoro paszaena "Mudopmannonnas 6€30MacHOCTD!

Pasznen/moapaznen dopmat Conep:xxanue MaTepuajioB
npeacTaBJIeHUst
MaTepHaJIoB
JloxanbHbie HOpMaTUBHBIE | Komuu Pazmemiarorcst kKonuu 10KyMEHTOB, T.€.

aKThI B cepe
obecrieyeHus
UH(POPMALIMOHHOM
0e30macHOCTH
o0yyJaronmxcs

JTOKyMEHTOB B
dhopmate *PDF

CKAaHMPOBAaHHBIN BApUAHT JOKYMEHTA,
COOTBETCTBYIOIINH TPEOOBAHHSIM K
napameTrpam cKaHupoBaHus. Pazmemnarorcs
JTOKYMEHTBI, perIIaMeHTHPYIOLIHE
OpraHHU3aLuI0 U PabOTy C MEPCOHATBHBIMU
JTaHHBIMH, TUTAHBI MEPOIIPHUSATHIA 110
obecrieueHnI0 HH(POPMAITHOHHOMN
0e30MacHOCTH 00YYAIOIINXCSl U IPYTHE.

HopmaTtuBHoe
perynupoBaHue

Konuu
JIOKyMEHTOB B
dbopmate *PDF

[TyOnuKyIOTCS aKTyallbHBIE CBEICHUS O
denepaabHBIX U PETHOHAIBHBIX 3aKOHAX,
MICbMax OpPraHoB BJIACTH U IPYTHUE
HOPMATUBHO-TIPABOBBIC JOKYMCHTHI,
perIaMeHTHPYIOIINE 00ecneueHne
MH(POPMAIIMOHHOHN 0€301TacCHOCTH
HECOBEPIICHHOJICTHUX. J0oITycKaeTcss BMECTO
KOITHH pasMelIaTb TMICPCChIIKN HAa
COOTBETCTBYIOIINE TOKYMEHTHI Ha caiTax
OpraHoOB roCyIapCTBEHHOH BIACTH.

Ilegarormueckum
paboTHHKaM

TekcT Ha
CTpaHHUIIEC canTa

Konun
JIOKYyMEHTOB B
¢dopmare *PDF

Pa3memarorcs MeToinyeckue peKoMeHAaluu
U YKa3bIBaeTCs HHPOPMALIUSA O MEPONPUATHSX,
IIPOEKTax Y NporpaMmax, HalpaBICHHBIX HA
MOBBIIIEHHE WH(POPMAIIMOHHON IPaMOTHOCTH
[e1arorHuecKux pabOTHUKOB.

OO6ygarormmmcest

Texkct Ha
CTpaHUIIEC canTa

Pa3merniaercs uHGopMamoHHas aMsATKa
(npunoxenue Ne 2) u yka3blBaeTcs
UHpOpPMaLUS O MEPOIPUATHX, IPOEKTAX U
MpOrpaMMax, HalpaBJICHHbIX Ha TIOBBIIICHNE
MH(POPMALIMOHHOHN IPaMOTHOCTHU
00yJaronmxcsi.

PoauTensim (3aKOHHBIM
IIPEJICTAaBUTEIISIM)
00yJaronmxcst

TekcT Ha
CTpaHHUIIC canTa

Pa3smernaercst nHOOpPMAIHOHHAS TTAMSTKA
(mpuroxxenue Ne 3).

JleTckue Oe3omacHbIC
CaMThI

Texkcr Ha
CTpaHUIIEC canTa

Pa3smemaercs nHpopmaIus o0 peKOMEeHIyeMbIX
K MCTIOJIb30BaHMIO B yUeOHOM TIpoliecce
0e30MmacHbIX caiiTax, 0aHHEpHI O€30MaCHBIX
JIETCKUX CalTOB.




[Ipunoxxenne Ne 2 x npukasy
VYnpasnenus o6pazoBaHUs
AQMUHHMCTpaALUKU ropoaa
Yere-Unumcka

oT «19» 11.2018r. Ne 691

NudopmarnmonHas maMsaTKa s 00y4Jaromuxcst

C KaX1bIM I'0JIOM MOJIOJIC’)KU B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a MIKOJIBHUKU OJTHU U3 CAMBIX
aKTHBHBIX IOJIb30BaTese PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT U Mpo0ieMbl. DTa MaMsATKa T0JKHA IOMOYb TeOe 6€301MacHO HaXOAUThCS B CETH.

KomnbrorepHsle BUPYCHI

KomnproTepHbslii BUpYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpamMM, OTIMYMUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBISETCS CHOCOOHOCTh K Pa3MHOXKEHHUIO. B 1omonHeHne kK 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WM TIOJIHOCTBIO YHUYTOXUTH BCe (ailibl M JaHHBIC, TOJAKOHTPOJIBHBIE
MI0JIb30BATENI0, OT UMEHH KOTOPOro ObliIa 3alylleHa 3apaKeHHasl IporpaMMa, a Takke HOBPEIUTh UIIH
Ja)kKe YHUUTOXXUTH OINEPAllMOHHYIO CUCTEMY CO BceMu (paimamu B 1iesioM. B OonbIIMHCTBE cilydaes
PacupoCTPaHsAIOTCS BUPYChl UEPE3 UHTEPHET.

MeToap! 3a1UThI OT BPEAOHOCHBIX IIPOTPAMM:

1. Vcnionb3yl COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, HUMEIOIINE CEPHE3HBIN YPOBEHD 3alUThI
OT BPEOHOCHBIX IIPOTPAMM,;

2. llocrosHHO ycTaHaBnuBail mnadTtu (UM(POBBIE 3aIlIaTKH, KOTOpPbIE AaBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJNbIO JOPAOOTKU MPOTrpamMMbl) M JApYrue OOHOBJIEHUS CBOEH ONEpallMOHHON
cuctembl. CKkaunBail X TOJIBKO ¢ oduIMaIbHOro caita pazpadorunka OC. Ecau cymecTByeT pexum
aBTOMAaTHYECKOT0 OOHOBIICHHS, BKIIOUH €T0;

3. Paborait Ha cBoeM KOMITBIOTEpE T0J] TIpaBaMH TIOJIB30BATEIlS, @ HE a]MHHUACTPATOpa. JDTO HE
MO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX INPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBLHOM
KOMIIBIOTEPE;

4. Hcnonb3ylh aHTUBUPYCHBIE IPOTPAMMHBIE NIPOAYKTHI H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannypb (pU3HYECKH JOCTYH K KOMIBIOTEPY I MOCTOPOHHUX JIMIL;

6. Vcmonw3yii BHENTHHWE HOCUTEIM WH(POpPMAIMM, TaKhue Kak Quiemka, TUCK Wik (aitn u3
HMHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHKOB;

7. He oTkpbIBali KOMIIBIOTEpHBIE (haiiiIbl, TIOJYUYCHHBIE U3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxke Te
(aiitsbl, KOTOpbIE MTpUCITAT TBOM 3HAKOMBIH. JIydIie yTouHN y HETo, OTIPABIISUL JIM OH TeOe UX.

Cerun WI-FI

Wi-Fi - 310 He BHI nepefadd JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIbL OpeH, mapka. Eme B
1991 romy Hunepnaniackas kommaHusi 3apeructpupoBana Openn "WECA", uto o0o03Haudano
cinoocodetanue "Wireless Fidelity", koTopslit mepeBoanTCS Kak "OeCIpoOBOHAS TOYHOCTS".

Jlo Hamrero BpeMeHH Jomua Apyras abopeBrarypa, KoTopas sSBISETCS TaKOH jK€ TEXHOIOTHEH.
Oto ab6peBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nepeBojie o3HauaeT "BbICOKasi TOUYHOCTH .

Ja, OecrulaTHBII WHTEPHET-AOCTYH B Kade, OTeIsIX M a’dpoInopTax sBISETCS OTIMYHON
BO3MOXKHOCTBHIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIEepThl CUUTAIOT, 4yTO obmenoctyrnubie Wi-Fi
CEeTH He SBISAIOTCS 0€30MacCHBIMHU.

CoBeTbl 110 0€30MaCHOCTH PabOThI B 00MIETOCTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nmuunyo nHpopmanuio yepe3 odmenocrynusie Wi-Fi cetu. PaGoras B
HUX, J)KEJIaTeIbHO He BBOJIUTH MAPOJIN JTOCTYIIA, JIOTUHBI U KAaKUEe-TO HOMEpa;

2. Hcnone3yit u OOHOBISH aHTUBUPYCHbBIE IporpaMmbl M OpaHamayep. Tem cambIM Tbl
obe3omacuiib ce0st OT 3aKavYKu BUPYyca Ha TBOE YCTPOMCTRO;



3. IIpu ucnonszoBanuu Wi-Fi otkmoun Gynkiuro "OOmmii noctyn K Qaitnam u npuHTepam”.
Jannast QyHKUHMS 3aKpbITa MO YMOJYAaHUIO, OJHAKO HEKOTOPHIC MOJH30BATEIN aKTHUBHPYIOT €€ I
y1o0CTBa UCIIOJIb30BaHUs B paboTe wiun ydeoe;

4. He ucnionw3yit nmyosmunbiii WI-FI 11 nepenaun TudHBIX JaHHBIX, HAPUMED JIJIs BBIXOJIA B
COIMATILHBIC CETH HWITU B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3y#t Tonpko 3ammineHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. nmpu HaGope
BeO-anpeca BBoau uMeHHO "https://";

6. B mobunbHOM Tenedone otkimoun Gynkiuio "Tlogkmouenrne k Wi-Fi aBromatuyecku". He
JOITyCKal aBTOMaTHYECKOTO MOIKIIIOUEHUs yCTpolicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CouuanbHbIE CETH

ConuanbHble CeTH aKTUBHO BXOJST B HAIly JKU3Hb, MHOTHE JIIOAU PabOTalOT M KUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBaH MIJUTHAP YEJIOBEK, YTO SIBISICTCS OJHOM CeabMOM
BCEX KHUTelNeH miuaHeThl. MHOTHE MOJIb30BaTeNy HE MOHUMAIOT, YTO UH(OpMAIHs, pa3MeIleHHAs MU
B COIMAJBHBIX CETSAX, MOXET OBbITh HaiiJieHa W KCIOJIb30BaHA KEM YTOJHO, B TOM YHCIIE HE
00s3aTeNBHO ¢ OJIATUMH HAMEPEHHUSIMH.

OcCHOBHBIE COBETHI 110 O€30MaCHOCTH B COLIMATIBHBIX CETSX:

1. Orpanuub crucok japy3eil. Y 1ebst B Ipy3bax HE JOJKHO OBITh CIIy4aiiHBIX U HE3HAKOMBIX
NI

2. 3amumiaii cBOIO yacTHYIO *H3Hb. He ykaswiBail maponu, tenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS M JPYTYH JIMYHYIO HMH(OpManuio. 3JI0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
MH(GOPMAIIHIO O TOM, KaK Thl U TBOU POJUTENHN TUTAHUPYETE MPOBECTH KAaHUKYIIBI,

3. 3ammimai CBOIO pemyTanuio - JIEpKU €€ B YMCTOTE M 3a/iaBail cebe BOMpOC: XOTea OBl ThI,
4yTOOBl JIpyrue IOJb30BaTENIM BUAETH, 4YTO Thl 3arpyxkaems? llogymail, mpexae uyem 4YTO-TO
OITyOJIMKOBAaTh, HAIUCATh U 3aTPY3UTh;

4. Ecnu Tbl TOBOPHILB C JIOABMH, KOTOPHIX HE 3HACIlb, HE UCIOJIb3YyH CBOE PEAJIbHOE UMS U
JIPYTYIO JIMYHYIO UH(DOPMAIIMK: UMSI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpOoYEe;

5. N3beraii pasmemenus ¢otorpaduii B MuTepHeTe, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIpPENETUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpauuu B COLHMAIBHOW CETH HEOOXOAMMO HCHOJIb30BaTh CIIOXHBIE Mapoiy,
cocTosmue u3 OykB v UPp U ¢ KOJTUIECTBOM 3HAKOB HE MEHeEe §;

7. 1151 conManbHOM ceTH, MOYTHl M JPYTUX CaTOB HEOOXOIMMO UCIOIb30BaTh pa3HbIe MapOIIH.
Toraa ecnu Te6s B31IOMAIOT, TO 370YMBIIUIEHHUKH TOJIYyYaT AOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DJIEKTPOHHBIE I€HBIU

DJIEKTPOHHBIC JCHBIM - 3TO OYEHb YMOOHBIA CIMOCOO TUIaTekel, OIHAKO CYIICCTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOTYYUTh ITH I€HBI .

ONEeKTPOHHBIE JI€HbI'M MOSBWINCh COBCEM HEJABHO M HMMEHHO H3-3a 3TOT0 BO MHOIHMX
rocyiapcTBax J0 CUX IOp HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (pyHKIMOHUPYIOT U O HUX YK€ NPOIHUCAHO B 3aKOHE, TJ€ UX Pa3IeiaioT Ha
HECKOJIbKO BUJOB - aHOHHMMHBIE U HE aHOHHMMHBbIE. PazHuia B TOM, YTO QHOHMMHBIE - 3TO TE, B
KOTOPBIX pa3pelIaercss NpOBOAUTE onepauuu 0e3 nAeHTU(UKALMK [10JIb30BaTENs, & B HEAHOHUMHBIX
UIeHTU(DUKAIIMS TT0H30BATENIS SBIISETCS 00513aTebHOM.

Taxke cieayer pas3inyarh SJEKTPOHHbIE (UaTHBIE J€HbI'W (paBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIEC HE(UATHBIE AEHBI'M (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI IO 6€30IaCHOM paboTe ¢ IEKTPOHHBIMU JCHbIaMHU:

1. IpuBsku Kk cueTy MOOWIBHBIM TenedoH. DTO camblii yI0OHBII M OBICTPBIM crocod
BOCCTAHOBUTH JOCTYN K cueTy. IIpuBs3anHblil TeneoH MOMOXKET, €cliu 3a0yellb CBOM MIaTeKHbIN
MapoJIb WM 3aiIeNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonw3yii ogHOpaszoBele nmapoiu. [locne nepexosa Ha YCHIIEHHYIO aBTOPU3ALIUIO TeOe yxe
He OyZeT yrpoaTh ONACHOCTh KPa)ky WIIH MepexBaTa MIaTeKHOT0 MapoJis;

3. BeiOepu cnoxxHbli maposb. [IpecTynHukaMm OyzneT HEe MPOCTO YrajaaTh CIOXKHBIM Mapolib.
Hapnexxuple maponu - 3TO mapojiu, KOTOpbIE COAEpkKAaT HE MEeHee 8 3HAKOB M BKJIIOYAIOT B cels



CTPOYHBIC U TPONUCHBIE OYKBBI, TUGPHI U HECKOIBKO CHMBOJIOB, TaKHE KaK 3HAK Joiuiapa, QyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hammpumep, $tROng!;;
4. He BBOAM CBOM JIMYHBIC JAHHBIE HA caliTaX, KOTOPBIM HE JOBEPSICIIIb.

DJIeKTpOHHAA MMOYTa

OJIEKTpPOHHAsA TOYTa - 3TO TEXHOJIOTUS M NPENOCTaBIsIEMbIE €10 YCIYrd MO TMEPECBUIKE U
MIOJTYYECHHUIO 3JICKTPOHHBIX COOOIEHUH, KOTOpBIE pacHpeiesssioTCs B KOMIBIOTEpHOH ceTH. OObIYHO
ANEKTPOHHBIN MMOYTOBBINA SIIMK BBITISAUT CIACAYIOUUM 00pa3oM: UMs_ TOJIb30BaTEISI(@UMS_JIOMEHA.
Taxoke KpoMme mepenayu mpocToro TeKCTa, UMEETCS BO3MOKHOCTh IepeaBaTh (haibl.

OcHOBHBIE COBETHI 110 6€30MacHOI paboTe C AIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NpaBUIIbHBIN IOYTOBBIM cepBHC. B HMHTEpHETE €CThb OrpOMHBIA BBIOOP
OecrIaTHBIX IMOYTOBBIX CEPBHMCOB, OJHAKO JIY4IIE JOBEPSATh TE€M, KOTO 3HAellb U KTO TMEpBbIA B
pEUTHHTE;

2. He yka3piBaii B JuyHOM mouTe JuuyHyro uHPopmanuio. Hampumep, mydiie BbIOpaTh
"My3bIKaIbHbIA _(aHaT@" nian "pok2013" BmMecTo "temal3";

3. Ucnonb3yil ABYXATAllHYK aBTOPU3aLMIO. JTO KOIZIa IOMUMO MApoJisi HY)KHO BBOJIUTH KO/,
npucbuIaeMbii o SMS;

4. BeiOepu CIIOXKHBIN aposib. [t Ka)Xa0ro mo4ToBOro SMKa J0HKEeH ObITh CBOW HaJEKHBIH,
YCTOMUYMBBIN K B3JIOMY I1apOJIb;

5. Ecinu ecTtp BO3MOXHOCTh HAamucaTb CaMOMYy CBOM JIMYHBIA BOIIPOC, HCIOJB3YyH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO TIOYTOBBIX SIIIMKOB. [lepBbIil [U1s1 YaCTHOM MEPENUCKHU C aipecaTaMH,
KOTOpPBIM ThlI JOBEpsiellb. JTO 3JEKTPOHHBIM aJpec He HaJ0 HCIOJIb30BaTh NPU pPErucTpalud Ha
dopymax u caiirax;

7. He oTkpsiBail (ailsibl U Ipyrue BIOKEHUS B MHUChbMaXx, JaKe €CIM OHHM MPHUILIA OT TBOUX
npy3ei. Jlydie yTouyHu y HUX, OTIIPABIISUIN JTH OHU Te0e 3TH (Daiiibl;

8. Ilocne okoH4yaHMs pabOTHI Ha MOYTOBOM CEpPBUCE Mepe]] 3aKPhITUEM BKIIAJKU C CATOM He
3a0ynb HaXaTh Ha "BeidTu".

KubepOyiauHr uim BUPTyaJlbHOE U3/1eBaTEIbCTBO

KuGepOymauHr - mpecieaoBaHue COOOUICHHUSIMH, COJIEPXKAlIUMH OCKOpPOJIEHHUS, arpeccuio,
3alyruBaHKe; XYJIWTAHCTBO; COIMalbHOE OONKOTHPOBAaHME C TIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KUOEPOYIIITMHIOM:

1. He Opocaiics B 60#. Jlyumuii cioco0: mocoBeToBaThCA Kak ceOsl BECTH U, €CIIA HET TOTO, K
KOMY MO>XHO OOpaTUThCA, TO BHaUalIe YCIOKOUThCA. Eciu Thl HauHeIIb OTBEYaTh OCKOPOICHUSIMH Ha
OCKOPOJIEHHS, TO TOIBKO €IIe O0IbIIIe Pa30XOKelb KOH(INKT;

2. Yupasinsii cBoel KnubepperyTraimei;

3. AHOHMUMHOCTbH B ceTH MHHMasl. CyIIECTBYIOT CIIOCOOBI BBIACHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He ctouT BecTr XyJIUTaHCKUNA 00pa3 BUPTYyalIbHOW XKWU3HU. VIHTEpHET PUKCHPYET BCE TBOHU
JeHCTBUS M COXpAHSET UX. Y AaIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIBHO;

5. ColOroiaii CBOIO BUPTYAJIBHYIO YECTh CMOJIONY;

6. Urnopupyil enuHu4Hbli HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOILIEHUS JIydlle
UrHopupoBaTh. OOBIYHO arpeccust MpeKpallaeTcss Ha HaualbHOM cTany;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMHU, B COIIMAIIBHBIX CETAX
€CThb BO3MOXKHOCTb OJIOKHUPOBKHU OTIPABKU COOOIIEHU C ONPEEICHHBIX a/IpECOB;

8. Ecnu ThI cBuaeTens kubepOysuinHara. TBoM JEHCTBUS: BHICTYIIUTh MPOTUB MpECiIeI0BaTENS,
II0Ka3aTb €My, YTO €ro JEHCTBUS OLICHMBAIOTCS HETATUBHO, MOJAJEP)KATh KEPTBY, KOTOPOM HY)KHA
MICUXOJIOrHY€eCcKast IOMOIIb, COOOILIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEIEHUS B CETH.

MoObwunbHbIH TenedoH
CoBpemeHHbIe cMapT(OHBI U TUTAHIIETHI COJIEPKAT B ceOe BIOIHE B3POCIbIA (DYHKIIMOHAT, U
TENeph OHM MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMITbIOTepaMu. OIHAKO, CPEACTB 3allUTHI



U1 TOJTOOHBIX YCTPOUCTB MOKa OYeHb Majio. TecTupoBaHHe U IOUCK YA3BUMOCTEH B HUX MPOUCXOIUT
He TaKk HHTeHCUBHO, Kak 1y 1K, To xe camoe kacaeTcs 1 MOOMIIBHBIX TPHUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl yK€ MPAaKTUYECKH JOTHAJIM HACTOJbHBIE aHAJIOTH,
OJITHAKO pacllupeHue (yHKIMOHAJa BJeYeT 3a COOOH OOJIBUIYI0 CIIOXKHOCTh M MEHbIIYIO
3alUIIEHHOCTb.

Jlanexo He Bce NPOM3BOJUTENIM BBITYCKAIOT OOHOBJIEHHUS, 3aKPBIBAIOLIME KPUTHUECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€30aCHOCTH MOOMIIBHOTO TeJe(oHa:

Huuero He sBisercss mo-HacrosmeMmy OecrulaTHBIM. Byab ocTopoxkeH, Beab Korma Tebe
IpeuIaratoT OecraaTHbli KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIYTH;

Jymaii, npexne yem otnpaButb SMS, ¢poTo win Buaeo. Tol TOYHO 3Haellb, I'/1€ OHU OyayT B
KOHEYHOM UTOre?

Heo6xoauMo 00HOBIATE ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbl 111 MOOMJIBHBIX TeJIe(hOHOB;

He 3arpyxail npuiokeHHs OT HEHU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT COJEP’KaTh
BPEJIOHOCHOE MPOrpaMMHOE 00eCIIeYeHNUE;

[Tociie TOro Kak ThI BBIMIEIIb C CaiiTa, IJIe BBOIWII JIMYHYIO HH(OPMAIUIO, 3211 B HACTPOUKH
Opaysepa u ynanu cookies;

[leproanuecku mpoBepsii, Kakue IUIaTHbIE YCIIYTH aKTUBHPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoii HOMep MOOWJIBHOrO Tese)OHAa TOJBKO JIIOJASM, KOTOPBIX Thl 3HACIHIb U KOMY
JIOBEpsICIIb;

Bluetooth nomxen ObITH BBIKIIIOYEH, KOTAa Thl MM He Mojb3yeuibcs. He 3a0biBait MHOrIa
IIPOBEPSATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAWH-UIPBl - 3TO  KpPacoyHble, 3axBaThIBAlOIIME  Pa3BIICUCHUS,
OOBECIMHSIONINE COTHH THICSY YENIOBEK IO BceMy MHUpPY. Wrpokuw HMCCIeayroT ITaHHBIA WM MW,
O0IIAI0TCs IPYT C APYTOM, BBINOJHSIOT 33/JaHUs, CPAKAIOTCS C MOHCTPAMM M IMOJIy4aroT OMBIT. 3a
YIIOBOJIBCTBHE OHHU IUIATAT: MOKYMAKOT JHCK, OIUIAYMBAIOT a0OHEMEHT WIIM MPHOOPETAI0T KaKHe-TO
OTILUH.

Bce aTi cpeacTBa uayT Ha mojasep)KaHUE W Pa3BUTHE MTPHI, a TAK)KE HAa caMy 0€30IacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMM, BBIMTYCKAIOTCS HOBbIE MaTydl (LIU(PPOBBIC 3AIUIATKU JUIS
MIPOTPaMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B 1ono6HBIX Urpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO KPakKh TBOETO
MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIMH OOJBIIIMHCTBA UTP.

OcHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecimu apyroit urpok BeAeT cels TI0OX0 WA CO37aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €Tro B
CIIHCKE UTPOKOB;

2. Toxanyiics aIMUHUCTpAaTOpaM WIPbl Ha IUIOXOE MOBEJACHHE ATOTO WUIPOKA, JKEIAaTeIbHO
MPUIIOKHUTH KaKHe-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yxa3wpiBaii muunyro uHGOpMAaIuio B mpodaiiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB 110 UTPE;

5. He ycTanaBnuBaii HeopunaabHbIC TATYH U MOJIBI,

6. Mcniomnp3yil clokHbIe U pa3Hble MapoJy;

7. [axxe BO BpeMsl UTPBI HE CTOMT OTKJIFOYaTh aHTUBUpPYC. [Ioka Thl UTrpaelb, TBOM KOMITBIOTED
MOTYT 3apa3uTh.

OUIIMHT WU KPaka JIMYHBIX TaHHBIX

OOBIYHOI KpaXkel JIeHeT W JOKYMEHTOB CETOJIHS YK€ HHKOTO HE YIWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOIMH 3J0YMBIIIJIEHHUKY NEPEMECTUINCh B MHTEPHET, U MPOJOJIKAIOT 3aHUMAThCS
"r0OUMBIM" 1€TI0M.

Tak mosBWIIach HOBas yYrpo3a: HHTEPHET-MOLICHHWYECTBA WM (DUIIMHT, TJIaBHAas Ie7b
KOTOPOTO COCTOUT B TIOJTYYCHUH KOH(QHUICHINAIBHBIX JTaHHBIX MOJIH30BATENICH - JJOTHHOB M TAPOJIEH.
Ha anrnwmiickom si3pike phishing unrtaercs kak ¢uummnr (ot fishing - peibHas nosins, password -
MapoJib).



OcHOBHBIE COBETHI IO OOPHOE ¢ PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeliib, 4TO TBOS aHKeTa Oblja B3JIOMaHa, TO
HE00X0AMMO 3a0JI0KHPOBATh €€ M COOOIUTh aAMUHUCTPATOPAM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yii Oe3omacHble BeO-CalThl, B TOM YHCJE, UHTEPHET-Mara3uHOB U IOMCKOBBIX
CUCTEM;

3. Ucnonw3yit crnokHble M pasHble maponu. Takum oOpa3om, ecid TeOs B3JIOMAIOT, TO
37I0YMBIIIJICHHUKY TIOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnan Tebs B370Majiv, TO HEOOXOJUMO MHPEIyNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
no0aBiieHbl y TEOS B JpPYy3bsiX, O TOM, 4TO TeOs B3JIOMald M, BO3MOXHO, OT TBOETO MMEHH OyAeT
pacchlIaThCs CllaM U CChUIKU Ha (DUITUHTOBBIE CAlTHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTK;II04YM cOXpaHEeHHe MapoJs B Opaysepe;

7. He oTkpwIBaii (ailiibl U qpyrue BIOKCHHS B IMHCHMaXx, JaKe €CIM OHH MPHUILIA OT TBOHX
npy3ei. Jlydie yTouHu y HUX, OTIIPABIISUIN JIH OHU Te0e 3TH (haiibl.

[udposas penyrauus

[udposast pemyranusi - 3TO HETaTUBHAs WIM TO3UTHUBHas WHpopMmamus B ceTH o Tebe.
Komnpomerupyromas uHdopmaiusi, pasMmelleHHas B HMHTEPHETE, MOXET CEepbe3HbIM O00pa3oM
OTpa3uThCsl Ha TBoeH peanbHOM xu3HU. "Lludposas penyramus" - 3TO TBOM HMMHIXK, KOTOPBIN
¢dopmupyetcs U3 MHGopMaIK 0 Tebe B UHTEPHETE.

TBOEe MECTO JKUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApoOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJNMKalWW JUYHOM uHpOpMaluu B
WuTepHeTe, HE MOHMMAas BO3MOXHBIX IOCIEACTBUM. Thl axke HE CMOXKEIIb JOrafarbcs O TOM, YTO
¢dotorpadus, pasmerieHHas 5 JeT Ha3al, cTajla IPUYMHON 0TKa3a NPUHATH TeOs Ha padoTy.

KommeHTapuu, pasmenienue TBoux ¢ororpaduil U Ipyrue JIEHCTBHS MOTYT HE HCYE3HYTb
Jla)ke MOoCJIe TOro, Kak Thl UX yAaluilb. Thl HE 3HAEIb, KTO COXPAHMUI 3Ty MH(GOpPMAINIO, Monaa Jid
OHa B MOMCKOBbIE CUCTEMbI U COXpaHHUJIACh JIU OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpYKarolue
JIFO/TA, KOTOPbIE HAMAYT U yBUAAT 9T0. Haiiti nHpOpManmo MHOTO JIET CITYCTSI CMOXKET JIFOOOH - Kak
U3 J00pBIX MOOYKIACHUH, TaK U C HAMEPEHUEM MIPUYUHUTE Bpel. DTO MOXKET ObITh KTO YTOJTHO.

OcHOBHBIE COBETHI 110 3alIUTE HU(POBON pemyTaIiu:

1. Ilogymaii, mpexxae yeM YTO-TO MYyOJMKOBaTh M MepenaBaTh y ceOs B Onore MM B
COIIMAJIbHOM CETH;

2. B nHactpoiikax mpo¢uiis yCTaHOBM OrPaHUYEHHUS Ha MPOCMOTP TBOETO MPO(WIS U €ro
COAEPKUMOTO, ClIeNIail €ro TOJBbKO "1Is apy3en'’;

3. He pa3memniaif u He ykasbiBail HH)OpMAIUIO, KOTOPasi MOXKET KOTO-IMOO OCKOPOIATH MU
O0MKaTh.

ABTOpCKOE TTPaBO

CoBpeMeHHbIE IIKOJBHUKMA - aKTHBHBIE IMOJIB30BaTENd IUQPPOBOro MpocTpaHcTBa. OmHAKO
JlaIeKO0 He BCE 3HAIOT, YTO MOJIb30BAaHHME MHOTMMHU BO3MOKHOCTAMH LM(GPOBOro Mupa Tpedyer
COOJIOICHHS TTPAaB HA MHTEJUICKTYaJIbHYIO COOCTBEHHOCTD.

Tepmun "HHTENJIEKTyadbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3JIMYHBIM  TBOPSHUSIM
YEJIOBEUECKOT0 yMa, HauMHAasi C HOBBIX M300pETeHMI W 3HAKOB, 0003HAYAIONMUX COOCTBEHHOCTH Ha
MPOJAYKTHl U YCIAYTH, U 3aKaH4YMBas KHUTaMmu, QororpadusiMu, KHHOGUIBMAMH U MY3bIKaIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 5TO MpaBa Ha UHTEJIEKTYalbHYIO0 COOCTBEHHOCTh Ha MTPOU3BEICHUS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOpPCKHME TIpaBa BBICTYNAIOT B KadyeCTBE TapaHTUU TOTO, 4YTO
MHTEJJIEKTYalbHBIA/TBOPUECKH TpyJ aBTOpa He OyIeT HampacHbIM, JacT €My CIpaBelIJIMBbIC
BO3MO>KHOCTH 3apaboTaTh Ha pe3yJbpTaTaxX CBOEro TPyJa, MOJy4YUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 pa3peleHHs aBTopa HE MOXET BOCIPOM3BOAMUTE €Tr0 MPOU3BEAEHHE, PACIPOCTPAHATh, ITYOIMUHO
JNEMOHCTPUPOBATh, TMPOJABaTh, HMIIOPTHPOBATh, MyCKaThb B TMPOKAT, MyOJWYHO HCIIOTHSITH,
MTOKAa3bIBATH/UCTIONHATH B 3upe miu pazmeniate B UaTepHeTe.



Hcnonp3oBanue '"mUpaTcKOro'" MpOrpaMMHOTIO OOECTEYeHHS MOXKET NPUBECTH K MHOTHM
pHCKaM: OT OTEPH AAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOUCTBA, I'/I€ YCTAHOBJIEHA
HenerajnpHasi mporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JICTaJbHBbIE M OecIuIaTHbIC
IIPOrpaMMBbl, KOTOPbIE MOXKHO HalTH B CETH.

O noptane

CereBuuoK.p( - TBOH TJIABHBIN COBETUYMK B CETH. 37I€Ch Thl MOXKEIIIb Y3HATh O OC30MACHOCTH B
CETH MOHSATHBIM U JJOCTYITHBIM $I3bIKOM, & P BOZHUKHOBEHUHU KPUTHUECKON CUTyalluu oOpaTUThCA 3a
COBETOM. A Tak)K€ MPHUHATH yU4aCTUE B KOHKYPCAX U CTaTh CAMBIM ITU(PPOBLIM IPaKIaHUHOM !



[Ipunoxxenue Ne 3 k npukazy
YnpapneHus: o0pa3zoBaHus
AQMUHHMCTpaALUKU ropoaa
Yerbp-Unnmcka

oT «19» 11.2018r. Ne 691

[TamsaTka ais poauTteneir 06 MHPOPMAIMOHHOM 0€30MacHOCTH JeTen

Onpenenenne TepMuHa "uHGOpPMAITHOHHAS 0€30MACHOCTH AeTei" comepkuTcst B DenepaibHOM
3akoHe N 436-®3 "O 3ammre neteil oT MH(pOpMaLUM, NPUUUHSIIOMIEH Bpel HX 3A0POBBIO U
pa3BUTHIO", PETyIUPYIOIIMM OTHOIICHUS, CBS3aHHBIE C 3allUTOM JeTred oT uHpopmanuu,
NPUYHHAIONIEH Bpe]] UX 30pOBbI0 U (MiK) pa3BuTuio. CorinacHo JaHHOMY 3aKOHY "HH(pOpPMalMOHHAs
0€30MacHOCTb JIeTel" - 3TO COCTOSHUE 3aIUILEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN C
IpUYMHEHUEM HH(pOopMaIel Bpesia uX 3J0pOBbIO U (M) (PU3NYECKOMY, TICUXHUECKOMY, TyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansHoro 3akoHa N 436-D3 uHpopmanueit, TpUIHHAIONIEH Bpel 310pOBbIO U
(unn) pa3BUTHIO JIETEH, SIBIISETCS:

1. uadopmanus, 3anpemeHHas i pacpoCTpaHEeHUs CPeIn AeTeH;

2. wuHpOpManMs, pacrpoCTpaHEHHE KOTOPOW OrpaHWYEHO CpeAu JeTed OmpeIelCHHBIX
BO3PACTHBIX KaTETOpUHL.

3. K uadopmanmm, 3anpeeHHon st paclipoCTPaHEeHUsI CPeIU ACTEH, OTHOCUTCS:

4. nadpopmanus, noOyxaaroas 1eTel K COBEPILIECHHUIO ISHCTBHA, MPEACTABISIIOIINX YIPO3y UX
YKU3HH U (WJIM) 3J0POBBIO, B T.4. IPUUYMHEHHUIO BPE/Ia CBOEMY 3/I0POBbIO, CAMOYOUIHCTBY;

5. cnocoOHOCTH BBI3BATh y JI€TeH JKEIaHWE YHNOTPEOUTh HAPKOTHYECKHE CPE/ICTBa,
IICUXOTPOIIHbIE M (WIM) OAYpPMaHHUBAIOIIME BeEUIECTBA, TaOayHble U3IEIUS, AJKOTOJIBHYIO M|
CHUPTOCOJEPKALLYI0 MPOIYKLHUIO, [MMBO W HAIUTKU, W3TOTAaBIMBAaEMble Ha €r0 OCHOBE; INPUHATh
ydyacTHe€ B  a3apTHBIX  UIpaxX, 3aHUMATbCsl  MPOCTUTyLUEH,  OpOASIKHMYECTBOM WU
MOIPOIIAaHHUYECTBOM;

6. 000CHOBBIBAIOIIAs WM ONPABABIBAIOIIAS JOYCTUMOCTh HACWIINA U (MJIM) )KECTOKOCTH JINOO
o0y /1aro1asi OCYIIECTBIATh HACUIBLCTBEHHBIC AEHCTBUS 110 OTHOLICHHUIO K JIIOJIIM U )KUBOTHBIM;

7. oTpuuarouias ceMeiHble LIEHHOCTH U (OPMUPYIOLIAs HEYBa)KEHUE K POAUTEISIM U (WJIN)
IPYTUM YIEHaM CEMbHU;

8. oIpaBABIBAIOIIAS IPOTUBONPABHOE ITOBEICHUCE;

9. coneprkallasi HELIEH3YPHYIO OpaHb;

10. coneprkaras HHPOPMALIMIO TOPHOTPAPUUECKOTO XapaKTepa.

K wundpopmanumn, pacrnpocTpaHeHHE KOTOPOH OrpaHUYEHO Cpeau JETeM OIpenereHHOro
BO3pacTa, OTHOCUTCS:

1. wHpOpManus, mnpeAcTaBiIsieMas B BUAEC M300paKEHUS WIM OIHUCAHHUS JKECTOKOCTH,
¢u3nyeckoro M (MiaM) INCUXUYECKOIO HACHIIMS, MPECTYIUIEHWs WIM HMHOTO AaHTHOOILECTBEHHOTO
JICHCTBHS,

2. BbI3BIBAIOLAs y JETEW cTpax, yKac WIM IaHUKY, B T.4. NpEACTaBiIsgeMas B BHJIE
M300payKeHUs] WM ONMCAHUS B YHIJKAIOILIEH Ye0BeYeCKOe JOCTOMHCTBO (hOpMe HEHACUIILCTBEHHOM
cMepTH, 3a00JieBaHUsI, caMOyOUICTBAa, HECYACTHOTO Ciydas, aBapuMM MM KaTacTpodsl U (WIM) UX
MIOCJICICTBHIA,

3. mpencraBisieMas B BHIE H300paK€HHS WM ONMCAHUS TOJOBBIX OTHOIIGHUH MEXIY
MYXYUHOHU Y KEHILHUHOM;

4. coneprkainasi OpaHHbIE CIIOBA M BBIPAXKEHUS, HE OTHOCALIMECS K HEIICH3YpHOU OpaHH.

C ygerom storo Bam mpemnaratorcs mpaBwia paboTel B cetd VHTEpHET s pa3iInyHBIX
BO3PACTHBIX  KaTETrOpHil, COOJIOAEHHME KOTOPHIX MO3BOJHUT 00ECHEYUTh HHPOPMALKUOHHYIO
0€30I1aCHOCTb BallIMX JIETEH.



OO61me mpaBuia JUIst poAUTEIeH

1. He3zaBucuMo OoT Bo3pacTa pebeHKa UCHOJb3YiTe MporpaMMHOe oOecriedeHre, TOMOTraolee
¢GuIbTpOBaTh U KOHTPOJIUPOBATH WMH(OpPMAIMIO, HO HE TojaraiiTecb NMOJHOCThIO Ha Hero. Bame
BHHUMaHUeE K peOCHKY - IVIaBHBII METOJ 3aIIUTHI.

2. Eciu Bam peOGeHOK MMeeT akKayHT Ha OJHOM W3 coluanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATEILHO H3YYHUTE, KaKyl0 HHGOPMAIUIO TIOMEIIAIT €ro
YYaCTHHUKH B CBOMX NMPODWISIX U O10Tax, BKI04as GoTorpaduu v BUAECO.

3. IlpoBephTe, C KaKUMH JIPYTMMH CaWTaMU CBSI3aH COILMAJIbHBIN cepBUC Bamrero pedeHka.
Crpannuku Bamero pebGenka Moryr ObITh O€30HMacHBIMHM, HO MOTYT W COJEpXaThb CCBUIKM Ha
HeXellaTeIbHbIE U OMACHbIE CANTHI (HampuMep, MOPHOCAUT, WM CAMT, HA KOTOPOM JPYT YIIOMHHAET
HOMEp coToBoro tenedona Bamero pedbenka nium Bamr qomantauii agpec)

4. Tloompsiite Bammx nereit coobmars 000 BCEM CTPAaHHOM WM OTTAJIKMBAIOIIEM U HE
CJIMIIKOM OCTPO pearupyiTe, Korja OHU 3TO JEeNaloT (M3-3a ONAceHUs MOTepATh JocTyn K MHTepHeTy
JIETH HE TOBOPAT POJUTENSIM O MpolemMax, a TakKe MOTYT HayaTh MCIOJIb30BaTh MIHTEpHET BHE AOMa
Y TIKOJIBI).

5. byapte B Kkypce cereBoi xku3Hu Bamero pebenka. Murepecyiitech, KTO HX Ipy3bsi B
HHTepHeT Tak ke, KaKk HHTEPeCyeTeCh peallbHBIMU JIPY3bIMHU.

Bozpact ot 7 1o 8 ner

B HurepHere peGeHOK cTapaeTcsi MOCETUTh T€ WM HHbIE CANThI, a BO3MOXXHO M YaThl,
paspelieHre Ha IOCELIEHUE KOTOPBIX OH HE Moday4dusl Obl oT pomuteneid. IloaToMy poautensm
0COOEHHO TOJE3HbI OyIyT T€ OTYEThl, KOTOPhIE MPEAOCTABISAIOTCS MPOrpaMMaMM MO OrpaHHUYEHHIO
ucnonb3oBanus WHtepHera, T.e. PoauTesnbckuii KOHTPOIb WM TO, YTO BBl CMOXKETE YBHJIETH BO
BpEeMEHHBIX (Qaiinax. B pesynbrare, y peOeHka He OyeT OIIyLIeHHs, YTO 32 HUM BEAETCS MOCTOSHHBIN
KOHTPOJIb, OJIHAKO, POAUTENIHN OyAyT MO-IIPEKHEMY 3HATh, KAKUE CAMTHI MOCEIIAET uX pedeHok. Jletu B
JAHHOM BO3pacTe 00J1aJal0T CHJIBHBIM YYBCTBOM CEMbH, OHU JOBEPUYMBHI M HE COMHEBAIOTCS B
aBroputeTax. OHU JIOOST UTpaTh B CETEBBIE UIPhl M IyTEUIECTBOBAaTh MO MHTEpHETY, HCHOIb3Ys
AJIEKTPOHHYIO MTOUTY, 3aXOIUTh HA CAUTHI U YaTbhl, HE PEKOMEHI0BAaHHBIE POJUTEIISIMHU.

Cosetsl 0 Oe30macHoCTH B cet IHTEepHET a1 nereit 7 - 8 net

1. CozpaiiTe CHMCOK JIOMAIlHUX MpaBui MocemeHus MHTepHeTa nmpu ydacTuu AE€Ted u
TpeOyHTe €ro BHIMOTHEHUS.

2. TpeOyiite ot Bamero pebeHka coOMIOJeHUS BPEMEHHBIX HOPM HaxXOXJIEHHUS 3a
koMmbioTepoM. [lokaxute pedenky, uyto Bbl HaOm01aeTe 32 HUM He oToMy uTo Bam 3T0 X0uercs, a
noromy uTo Bel GecriokonTeck 0 ero 0€30MacHOCTH U BCEra TOTOBBI €MY IIOMOYb.

3. KommproTep ¢ moakmrodeHueM K MHTEpHETY JMOMKEH HaXOAUTHhCS B OOIIEH KOMHATE TO[
IIPUCMOTPOM POJUTEICH.

4. Uctionb3yiTe CrelUaIbHbIEC IETCKUE MOUCKOBBIC MAIIIMHBI.

5. Hcnonw3yiiTe cpenctBa OJOKMPOBAHUS HEXKEIATEIBHOIO KOHTEHTA KakK JOMOJIHEHUE K
CTaHIapTHOMY PoauTENIECKOMY KOHTPOIIIO.

6. Coznaiite ceMeiHbIN 3EKTPOHHBIN SIIUK, YTOObI HE TTO3BOJIUTH JETSIM UMETh COOCTBEHHBIE
azapeca.

7. brnokupyiiTe AOCTynm K caiiTaM ¢ OECIUIATHBIMU TOYTOBBIMH SIITUKAMU C ITOMOIIBIO
COOTBETCTBYIOLIETO MPOIPAMMHOI0 00ECTICUECHHU .

8. Ilpuyuute nereit coperoBaThesi ¢ Bamu nepen onyOiaumkoBaHHEM Kakoil-mubo mHpopManun
CpeICTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PErMCTPALIMOHHBIX GOpM U IpoduIei.

9. Hayuute neteil He 3arpyxathb (paisipl, mporpaMMbl HJIM MYy3bIKY O€3 BaIIEro COrjacusl.

10. He paspemaiite aeTaM UCIOIB30BaTh CIyKObl MTHOBEHHOI'O OOMEHA COOOLICHUAMHU.

11. B "Genprii" cUCOK CaWTOB, pa3pelIeHHBIX ISl MOCEHIEHUs, BHOCUTE TOJBKO CANTBI C
XOpOILLIEH perryTauuei.

12. He 3a0bIBaiiTe 6ecenoBaTh ¢ 1€ThbMU 00 UX Ipy3bsix B MIHTepHeTe, Kak eciu Obl peyb 111a 0
IPY3bsX B peajbHON )KU3HHU.

13. He nemnaiite "taby" u3 BONpOCOB MOJIOBOM KU3HU, TaK Kak B MIHTepHETe 1€TH MOTYT JIETKO
HATKHYTHCSI Ha IOPHOTPpaHIO UM CAalThI "5 B3pOCIBIX .



14. Ilpuyuure Bamero peGenka coodmarh BaM 0O JHOOBIX YTp0O3ax WM TPEBOTaxX, CBSI3aHHBIX C
NutepHerom. OcTaBaiiTech CIIOKOMHBIMUA M HAIIOMHMUTE JETSAM, YTO OHU B O€30IIaCHOCTH, €CIIM CaMu
pacckasaiii BaM O CBOMX TpeBorax. [loxBamurTe WX W IOCOBETYWTE MOAONTH elle pa3 B MOJOOHBIX
cllyyasx.

Bo3spact gereii ot 9 no 12 ner

B nmanHOM BO3pacTe AeTH, KaK MPABHWIO, YK€ HACIBIIIAHBI O TOM, Kakas HWH(OpMAIUs
cymectByeT B HMHrepHere. COBEPIICHHO HOPMaJbHO, YTO OHH XOTAT O3TO YBHUIETh, IPOYECTH,
ycnbimaTh. [Ipr 3TOM HYXHO MOMHHTB, YTO JOCTYI K HEXEIAaTeIbHbIM MaTepHaiaM MOXKHO JIETKO
3a0JIOKMPOBATH IIPH MIOMOIIH CPEICTB POIUTEIHCKOTO KOHTPOJIS.

CoBeTnl 10 O€300acHOCTH I JieTeit oT 9 mo 12 ner

1. Co3paiiTe CIMCOK TOMAITHUX MPaBUII MocelieHus NHTepHeT npu yuyacTuu eTel u TpedyiTe
€ro BBIIOJIHCHHS.

2. TpeOyiite ot Bamero pedeHnka coOM0AeHUSI HOPM HAXOXKACHUS 32 KOMITBIOTEPOM.

3. HaGmopmaiite 3a peOeHKOM mpu pabOTe 3a KOMIIBIOTEPOM, IMOKXHUTE €My, 4To Bbl
0ecrnoKouTeCh 0 ero 0€30MacHOCTH U BCETJja TOTOBHI OKa3aTh €My IIOMOIIIb.

4. KoMmmploTep ¢ mojkirodeHueM B MHTEpHET HOmKeH HaXOauThCs B OOIIEeH KOMHATe MOJ
MIPUCMOTPOM POJUTEIICH.

5. Ucnonw3yiiTe cpenctBa OJOKMPOBAHUS HEXKEIATEIHHOTO KOHTEHTA KakK JOTOJHEHUE K
CTaHAApPTHOMY POJIUTENHECKOMY KOHTPOJIIO.

6. He 3a0miBaiiTe mpUHUMATH HEMOCPEACTBEHHOE y4JacTHE B KM3HU peOeHKa, OeceqoBaTh C
IeThMH 00 UX Apy3bsix B UHTEpHeTe.

7. HactamBaiiTe, yTOoOBI JIE€TH HUKOTJA HE COTJAIIAJIMCh HAa JIMYHBIC BCTPEUU C JAPY3bIMH IO
HNurepnery.

8. [lo3BomsiiTe AETAM 3aXOAUTH TOJBKO HAa CaWThl M3 "Oenoro" crmcka, KOTOPBIM CO3aaiTe
BMECTE C HUMHU.

9. Ilpuyunte neTeil HUKOTJA HE BHAABATH JUYHYI0 MH(POPMAIMIO CPEJCTBAMH DIJICKTPOHHOMN
MOYTHI, YaTOB, CHCTEM MT'HOBEHHOTO OOMEHa COOOIICHHSIMH, PETUCTPALMOHHBIX (OPM, ITUYHBIX
npoduseit u npu perucTpai Ha KOHKypchl B MIHTepHeTe.

10. Ilpuyunre neteit He 3arpyxkaTh nporpamMmmbl 6e3 Bamero paspemenus. OObsICHUTE UM, YTO
OHM MOTYT CITy49aifHO 3arpy3uTh BUPYCHI UJIH IPYTO€ HEXKETATeIIbHOE TPOTrpaMMHOE 00EeCIIeUeHHE.

11. Co3paiite Bamemy peGeHKY OrpaHMYEHHYIO YYETHYIO 3aIlUCh I pabOThl HA KOMITBIOTEPE.

12. IIpuyuurte Bamero pebeHnka cooduaTh BaM O JIOOBIX yrpo3ax WM TPEBOraX, CBSI3aHHBIX C
WNuTtepuerom. HamoMHuTEe AeTsM, YTO OHM B 0O€30MACHOCTH, €CJIM CaMH paccKas3alld BaM O CBOHX
TpeBOTax U OMACEHUsX.

13. Pacckaxkute netsiM o nopHorpaduu B MHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JETH MPEIOCTABISUIM BaM JOCTYI K CBOSU 3JIEKTPOHHOM
MouTe, YTOOBI BBl YOSAMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OOBsicHUTE ACTSIM, YTO HENb3sl WCIIOJIB30BaTh CETh ISl XYJWUTAHCTBA, PACIPOCTPAHCHHUS
CIUIETEH WJIH YTPO3.

Bo3spact nereii ot 13 1o 17 net

B »TOM BO3pacTe NOAPOCTKM AKTUBHO HCHOJIB3YIOT TMOUCKOBBIE MAIIMHBI, MOJb3YIOTCA
ANEKTPOHHON TMOYTOH, CIykKO0aMy MIHOBEHHOTO OOMEHa COOOIIEHHSMH, CKAaYMBAIOT MY3BIKY U
¢wibMbl. Manbunkam B 3TOM Bo3pacTe Oouiblle MO HpaBy CMETaTh BCE OIPAaHUYEHHSI, OHU KAXKAYT
rpyooro oMopa, a3apTHBIX WIp, KapTUHOK "miis B3pocibix". JIeBOUKH MPEANOYUTAIOT OOIIAThCS B
qartax, Ipy 3TOM OHM ropaszio 0oJiee YyBCTBUTEIbHBI K CEKCYaJIbHBIM JoMoraTenscTBaM B MiHTepHeTe.

3auacTyro B JaHHOM BO3PAcTe POJUTENSIM yXKE BECbMa CII0)KHO KOHTPOJIMPOBATh CBOUX JETEH,
Tak Kak 00 VHTepHeTe OHM yXe 3HAIOT 3HAuYUTeNbHO Oojblle CBOMX ponauTeneil. TemM He MeHee, He
oTnyckaiite aereil B "cBoOoaHoe miaBanue" mo MurepHery. CrapaiiTech aKTHBHO Y4acTBOBaTh B
obmeHun pebenka B MIHTepHeTe.

BaxxHo mo-mpexxHeMy ctporo cobinonath npaBuia MHTepHET-0€301acHOCTH - COTJIallleHue
MEXy POIUTEIIMH U 1eThbMHU. KpoMe Toro, He00X0IMMO Kak MOYKHO Yalle MpoCMaTpuBaTh OTYETHI O
nesitenbHOCTH feteil B MHTepHere. Cnenyer oOpaTUTh BHHUMaHHE Ha HEOOXOAMMOCTBH COJEp:KaHUs



POIUTENBCKUX Maposiel (maposieil aAMUHUCTPATOPOB) B CTPOIOM CEKpeTe M OOpaTUTh BHUMAaHHE Ha
CTPOrOCTh 3TUX NapOJIEH.

Cogersl 110 0€3011aCHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3paiiTe cnMCOK AOMAIIHUX IpaBui NoceleHus MHTepHeTa npu y4yacTUu MOAPOCTKOB U
TpeOyiiTe 0e3yclioBHOrO ero BhImoNHeHUs1. OOroBopute ¢ peOEHKOM CIHUCOK 3alpeIieHHBIX CaHTOB
("uepHblii crrcok"), yacel padoTel B MHTEpHETe, pyKOBOACTBO MO oOmieHnuto B MHTepHETE (B TOM
YHCJIe B YaTax).

2. KoMmmbiotep ¢ nmoaxiIoueHrueM K ceTd IHTepHeT JoKEeH HaXOJUuThCs B 00IIel KOMHATe.

3. He 3a0bIBaiiTe OGecenoBaTh ¢ 1eThMH 00 HX Ipy3bsix B MIHTepHETE, 0 TOM, YeM OHM 3aHSTHI
TakuM 00pa3zoM, OyATO peub UAET O JPY3bsAX B peasbHOM skxu3HU. CrpaliuBaiTe o JII0JIAX, ¢ KOTOPBIMU
JETH OOIIAIOTCSl TIOCPEICTBOM CIYKO MTHOBEHHOTO OOMEHAa COOOIICHUSMH, YTOOBI YOCTUTHCS, YTO
3TH JIFOAU UM 3HAKOMBI.

4. Ucnonp3yiiTe cpeiactBa OJIOKMpPOBAHHUS HEXKENIATEIbHOTO KOHTEHTA KaK JIONOJHEHHE K
CTaHIApPTHOMY POIUTENBCKOMY KOHTPOJIIO.

5. Heo6xoaumo 3HaTh, KAKUMH YaTaMM NoJib3ytoTcsl Bamm netu. Ioompsiite ncnonp3oBanue
MOJIEpUPYEMBIX YATOB M HACTAaUBANTE, YTOOBI IETH HE OOIIANNCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JI€TH HHUKOT/Ia HE BCTPEYAIUCH JIMYHO C APY3bSIMH U3 CETH
HaTepHer.

7. Ilpuyunute neteil He BbLAABaTh CBOIO JIMYHYIO MH(POPMAILUIO CPEICTBAMU AJIEKTPOHHOMN
MOYTHI, YaTOB, CUCTEM MIHOBEHHOTO OOMEHA COOOIIECHUSMH, PETUCTPALIMOHHBIX (OPM, JIMYHBIX
npoduieit u npu perucTpai Ha KOHKypchl B MIHTepHeTe.

8. [Ipuyunte neteil He 3arpyxarb nporpammsl 0e3 Bamero paspemenus. OObsICHUTE UM, YTO
OHU MOTYT CIIy4allHO 3arpy3UTh BUPYChI UJIU APYTO€ HEXKeNaTeIbHOe IPOrpaMMHOe 00ecTIeUeHHE .

9. Ilpuyuurte Bamero pe6enka cooOmaTh BaM O JIFOOBIX Yrpo3ax WM TPEBOTax, CBA3AHHBIX C
WuTtepuerom. HamomuuTe nersiM, 4to OHM B O€30MAaCHOCTH, €CIM CaMH paccKas3ajlyd BaM, O CBOUX
yrpo3ax win TpeBorax. [loxBanuTe ux u NOCOBETyHTE MOAONTH €I11e Pa3 B MOJOOHBIX CIydasX.

10. Pacckaxure netsim o nopHorpaduu B Mutepuete. [loMorure UM 3aluTHTBCS OT ciama.
Hayuute mnoapocTkoB He BblIaBaThb B VIHTEpHETE CBOETO peajbHOIO AJIEKTPOHHOIO ajapeca, He
OTBEYaTh HA HEXeJlaTeIbHbIE MIChbMa U UCIOJIB30BaTh CIEIIMAIbHBIE TOUYTOBBIE (DUITBTPHI.

11. [IpuyunTe ce6st 3HAKOMUTBCS € caiiTaMu, KOTOPbIE MOCEIAOT MOAPOCTKH.

12. Hayuurte neteil yBakaTb APYrux B MHTEpHETe. YOeAUTeCh, UTO OHU 3HAIOT O TOM, YTO
IIpaBWJIa XOPOLIETO MOBEIEHUS IEHCTBYIOT BE3/IE - JAaXKE B BUPTYaIbHOM MUDE.

13. O6bsgcHUTE JETSIM, UTO HU B KOEM Cllydae Hejb3s HCNoib30BaTh CeTh AJi XyJIUTaHCTBA,
pacnpoCTpaHEHus CIUIETEH WIN YIpo3 APYTUM JIOASAM.

14. OGcyaute ¢ MOAPOCTKAMHU MPOOJEMBI CETEBBIX a3apTHBIX MTP U MX BO3MOXHBIM PHCK.
HanomHure, 4TO 1€TH HE MOTYT UTpaTh B 3TU UT'PBI COTJIACHO 3aKOHY.

[TocTossHHO KOHTpOJUpPYHTE wucHoidb30BaHue WMHTepHera Bamum pebenkom! 310 He
HapylleHHE €ro JMYHOIO IPOCTPAHCTBA, a MeEpa IPEIOCTOPOXKHOCTU M HposBiecHUE Baiueit
POIIUTENBCKOM OTBETCTBEHHOCTH U 3a00THI.



